THE DANGERS OF FREE WIFI

Information you Risk
Exposing to Hackers

Usernames and passwords for:

« Online Banking 0000
e Social Media —
* Emails

* Online Shopping Rogue WiFi Networks

Hackers will sometimes set up rogue
WiFi networks that masquerade as
legitimate networks in order to poten-
tially steal information from users who
connect to it.

Packet Sniffer

A sniffer program targets packets of data
being transmitted over unsecured WiFi

networks.
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Social Hacking Man-in-the-Middle Attacks
An example of social hacking is when a This form of cyberattack is when a
hacker may leave a malicious USB on a café hacker alters the communication
table for unsuspecting, curious customers. between two parties who believe they
are communicating directly with one
When the USB is inserted into their device, another.

the hacker can then gain access to sensitive
information on the device with malware.
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